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Abstract—Ransomware attacks cost businesses more than $75
billion/year, and it is predicted to cost $6 trillion/year by 2021.
These numbers demonstrate the havoc produced by ransomware
on a large number of sectors and urge security researches to
tackle it. Several ransomware detection approaches have been
proposed in the literature that interchange between static and
dynamic analysis. Recently, ransomware attacks were shown to
fingerprint the execution environment before they attack the
system to counter dynamic analysis. In this paper, we exploit
the behavior of contemporary ransomware to prevent its attack
on real systems and thus avoid the loss of any data. We explore
a set of ransomware-generated artifacts that are launched to
sniff the surrounding. Furthermore, we design, develop, and
evaluate an approach that monitors the behavior of a program
by intercepting the called Windows APIs. Consequently, we
determine in real-time if the program is trying to inspect
its surrounding before the attack, and abort it immediately
prior to the initiation of any malicious encryption or locking.
Through empirical evaluations using real and recent ransomware
samples, we study how ransomware and benign programs inspect
the environment. Additionally, we demonstrate how to prevent
ransomware with a low false positive rate. We make the developed
approach available to the research community at large through
GitHub to strongly promote cyber security defense operations
and for wide-scale evaluations and enhancements.

Index Terms—Ransomware, Execution Prevention, Dynamic
Analysis, API Calls.

I. INTRODUCTION

On the 29th of March 2019, MyFitnessPal, a popular fitness
application, notified its community about a breach in its system
that led attackers to acquire data from its servers [1]. In
September 2018, hackers exploited a network vulnerability in
Facebook that allowed them to gain access to more than 30
million users [2]. In October 2019, the Chinese tech giant
Huawei reported that it bears around 1 million cyberattacks
per day on its computers and networks. Indeed, these attacks
provide concrete evidence related to the ever-growing cyber
threat landscape, which could be caused by a number of
malicious software (i.e., malware) including Adware, Virus,
Spyware, Rootkits, Worms, and Ransomware.
Ransomware has been an increasingly devastating attack
which typically locks or encrypts the victims’ machines,
forcing them to pay a ransom in order to get their files back
[3]. According to Cisco, Ransomware is rapidly becoming the
most profitable type of malware ever seen, and it is on the

way to become a $1 billion annual market [4].
Its explosion was due to the rise of cryptocurrency that
preserves user anonymity, and the development of encryption
techniques, which are nearly impossible to be deciphered.
Recently, ransomware attacks were shown to target critical and
sensitive data to force victims to pay the ransom. For example,
on the 25th of July 2019, an attack hit South African electric
utility city power [5]. Another attack hit Laporte County,
Indiana, and Lake City, Florida, where the victims had to
pay $132,000 and $462,000, respectively, to unlock encrypted
government data. Although these prominent victims had a line
of defense, the attacks were stealthy and smart enough to
escape detection and infect their targets.
In this paper, we analyze how a contemporary ransomware
attack eludes from detection techniques. Additionally, we aim
to prevent a ransomware sample from attacking host machines
by monitoring its behavior through intercepting its API calls.
The rationale of this paper stems from the fact that detection
when dealing with ransomware (unlike typical malware) is
not enough, and thus prevention methodologies ought to be
explored. To this end, we frame the contributions of this paper
as follows:

• Exploring the behavior of contemporary ransomware by
collecting relevant artifacts related to fingerprinting the
execution environment. Our findings disclosed a number
of API calls related to inspecting running processes,
system files, registries, and CPU performance.

• Designing and developing a host-based approach which
can detect contemporary ransomware through monitor-
ing their “paranoia” (i.e., generated behavior targeting
the execution environment) to prevent it from encrypt-
ing/locking the host machine through investigation tech-
niques rooted in API interception methods.

• Executing empirical evaluations using real ransomware
datasets, and achieving an accuracy of 91% on training
data, and 84% on testing data. Motivated by such an out-
come, we make available our proposed approach through
GitHub [6] to empower operational cyber security de-
fense and enable large-scale evaluation of the developed
methodologies.

The remainder of this paper is organized as follows. In



Section 2, we present a number of related work in the
context of ransomware detection techniques. In Section 3, we
elaborate on the proposed work that addresses contemporary
ransomware. In Section 4, we execute thorough empirical
evaluations and report on the accuracy, true positives, true
negatives, false positives, and false negatives of the proposed
approach. Finally, we conclude this work in Section 5 while
pinpointing a few research endeavors for future work.

II. RELATED WORK

In this section, we highlight on two categories in the context
of ransomware detection techniques, namely, those leveraging
static and dynamic analysis methods, while discussing their
limitations, and comparing them to the proposed approach.
Static analysis is achieved by inspecting the source, assembly,
or executable file and detecting noncomplying security
rules without executing the program. On the other hand,
dynamic analysis is based on executing the sample in an
isolated environment, usually a sandbox, emulator, or virtual
machine, while recording its generated activities using tools
that monitor the file, registry, memory access, and a set
of attributes that are adequate to form a general overview
of the malware’s behavior. Despite the continuous security
enhancements, malware authors continue to counter such
detection techniques [7, 8]. For example, code obfuscation
has been widely adopted to make it almost impossible to
reverse engineer the code [9].
Martinelli et al. [10] proposed BRIDEMAID for malware
analysis in Android operating system. BRIDEMAID is a
combination of static and dynamic analysis based on the
frequency of opcodes of the decompiled file, and the called
API and system calls, respectively. The static analysis phase
in their work seems to be vulnerable to code obfuscation
techniques. Moreover, while combining static and dynamic
analysis produces better results, it is quite time-consuming.
UNVEIL [11] presents a system that detects ransomware
by creating an artificial, yet realistic execution environment
that can detect file lockers and screen lockers. Detecting
file lockers is done by constructing and analyzing semantic
patterns on the opened/modified files. As for screen lockers,
UNVEIL detects them using image analysis techniques
through comparing a snapshot of the system before and after
the execution of the suspect software.
Alhawi et al. [12] proposed NetConverse for detecting
ransomware from the generated network traffic using machine
learning. First, they extracted a number of features, such as
the protocol, IP address and port number from the network
traffic generated by malicious and benign application. Then,
they trained their data on several machine learning models
and selected J48 as their classifier. Although network traffic
analysis proved to be inevitable in detecting suspicious
behaviour and attacks [13], in this context, a ransomware
attack can be launched without a network connection,
especially when the encryption key is hardcoded, thus
circumventing the detection approach.
The author in [14] proposed RansomFlare, a system

that overcomes a number of static and dynamic analysis
limitations. RansomFlare is a combination of behavioral-
based analysis and machine learning, where it outputs a
binary decision stating whether the software is a ransomware
or not. Furthermore, RansomFlare uses high-level
behavioural features to deal with ransomware samples that
have environment mapping traits.
Andronio et al. [15] presented Heldroid, a fast and
efficient way of detecting Android-based ransomware and
scareware, where the latter is often used to threaten the users
but without encrypting/locking their files. Heldroid consists
of three parallel detectors that interchange between static
and dynamic analysis. In a nutshell, Heldroid analyzes
any threatening text using Natural Language Processing
(NLP), file-encryption operations, and locking activities.
The threatening detector in this approach can be thwarted
by encrypting the code, or by using techniques other than
the text-based one. This drawback also applies for the lock
detector that uses Optical Character Recognition (OCR) since
malware can easily generate a blurry text.

It is evident that the previous approaches devote their work
to detect a ransomware from the encryption and locking
behaviors it generates. They react to new rising ransomware
variants and adapt their detection environment to match recent
emerging samples. As a result, if a sample escapes from their
detection process, there will be no prevention technique to
deal with it on real systems and the ransomware will encrypt
all the data. In this paper, in contrast, we work on preventing
a contemporary ransomware sample from the environmental
artifacts it executes prior to the attack.

III. PROPOSED APPROACH

Recently, ransomware samples were shown to detect
and circumvent dynamic analysis using evasive methods
[16] through fingerprinting and inspecting the execution
environment. Thus, if the sample senses that it is running in
a virtual/monitored environment, it will remain dormant and
deviates from its malicious actions. This is contrary to the
behavior of benign applications, which do not put effort into
detecting the surrounding, since they embed legitimate actions
that comply with anti-malware security rules. In our approach,
we exploit such paranoia of contemporary ransomware attacks
while they are still in their pre-attack phase and employ
them to alert the system of an upcoming attack. Thus, we
can prevent the execution of the encryption/locking payload.
The prevention process, rather than detection only, is crucial
when it comes to addressing the ransomware problem, due to
the plausible highly-sensitive attacked systems that typically
do not tolerate any data loss (such as those in the financial,
health, government sectors).

A high-level hierarchy of our proposed approach is illus-
trated in Figure 1. First, among the collected ransomware
samples, we perform ransomware family labeling to assure
that we possess a representative, diverse number of samples,
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Fig. 1: A holistic hierarchy of the proposed approach

and to define a generic model for execution prevention;
i.e., the fingerprinting behavior is shared among different
contemporary samples and can actually be used as a metric
for ransomware prevention. Second, we aim to detect and
prevent evasive ransomware samples from the set of calls they
make to the operating system. Thus, we collected a set of
APIs that are related to environment inspection; those that
are typically executed by different ransomware samples prior
to enumerating and encrypting the target’s files. Third, we
tune the ratio of false positives by assigning a rank/priority
that shows how likely this API is to be launched by evasive
ransomware samples for sniffing the environment (in contrast
to benign applications). Fourth, we integrate the collected APIs
inside a DLL and monitor programs’ execution by injecting
this DLL into the address spaces of the executing processes.
The proposed monitoring mechanism will begin the moment
a program is executed. If the monitored program attempts
to fingerprint the environment through reaching a certain
threshold where it is considered evasive ransomware, then a
kill signal is sent to abort its execution; else, it is deemed as
a benign operation and its execution is uninterrupted.

A. Dataset Collection

To have a variety of ransomware samples, we collected our
dataset from multiple sources [17, 18]. The collected dataset
was inconsistent in terms of file types and compatibility.
Moreover, there was no associated meta-data to label them,
such as ransomware, Trojan, spyware. Thus, we performed
some data cleaning, filtered those that are only compatible with
the execution environment, and associated meta-data labels
to each sample using Virus Total API. For each sample, the
response received from Virus Total allows us to determine
the file type of the sample; for example WIN32 EXE for
Windows. Additionally, Virus Total displays a list of names for
the submitted sample from well-known antimalware vendors
such as McAffe, Kaspersky, BitDefender. The added meta-
data, coupled with well-known ransomware families reported
in the literature [19, 20], have allowed us to label our dataset
and map each ransomware sample to its corresponding family.

B. API Monitoring and Collecting Environment Artifacts

To study the behavior of an application at the lowest level
possible and make our approach difficult to be countered in the
future, we monitored the calls that are launched by a process
running in user mode, so that we have full visibility over its
behavior and consequently determine the performed activities.
These calls are used by all user mode processes to achieve
any desired goal, for instance, an application trying to access
a file will be redirected to a set of user mode APIs. API
hooking techniques such as Microsoft Detour library, are used
to capture the behaviour of malicious applications in state-of-
the-art malware analysis technique [21, 22].

We intercepted the APIs using the DLL injection method
[23], which is rendered by inserting a DLL containing all the
APIs that we want to monitor inside the address space of a
process, where a Detour library was used. Using this library,
we defined our customized version of the APIs that we want
to monitor such that it has the same signature as the original
one. Thus, whenever a target monitored API is called, it will be
routed to our Detour function, where we will register the call
of this API. Using this technique, the approach was able to log
all calls made by the ransomware samples, and by analyzing
them, we filtered the ones that are mainly called to fingerprint
the environment before execution, i.e., before the launching of
considerable read/write operations over many files.

C. Managing False Positives Using Prioritized Collected APIs

The APIs, registries, and files can be accessed by any
benign application. Hence, this may increase the percentage
of false positives by considering some benign applications as
evasive. To address this issue and reduce the false positives,
we performed the same monitoring on benign applications as
we did with the ransomware samples to check which APIs,
registry and files are also accessed by benign applications.
Moreover, we assigned a rank from 1 to 10 for each intercepted
API; the more the API is called by evasive ransomware
samples, the more its rank will be close to 10. Similarly,
the more the API is called by benign applications, the less
its rank will be. Additionally, every monitored program will
have a score that is initially zero and is incremented by
the rank of each called API. Finally, to prevent ransomware
from executing its malicious actions, we set a threshold such
that once the score of the monitored application exceeds
it, we immediately send a kill signal to it. We selected a
threshold such that if an evasive ransomware sample is trying
to fingerprint the environment, it will launch high-rank APIs
related to environment inspection, and hence its score will
be high enough to exceed the threshold. On the contrary, if
a benign application is running, it will unlikely fingerprint
the environment to check if it is being run in a real or
monitored environment, and consequently, it will have a score
that is below the threshold. Figure 2 summarizes how the
score of a program increases after each called API related to
fingerprinting, and the decision made by our system depending
on the score.
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IV. EMPIRICAL EVALUATION

In this section, we evaluate our proposed approach in
terms of how well it is able to prevent contemporary
ransomware from encrypting the machine, while permitting
benign applications to continue their execution normally.
Our approach is currently designed to operate solely on the
Windows operating system, the most widely used and targeted
operating system for ransomware [24]. Hence, we tested our
approach on a virtual box running Windows 10 with 8 GB
of RAM and 50 GB of hard disk space. We collected 117
ransomware samples from different sources, and 98 benign
application executables from within Windows 10. Among the
latter dataset, some were built-in applications like Notepad,
Internet Explorer, and others were popular used applications
like Chrome, Skype, Excel, Word. Additionally, we added
random benign applications marked as safe by Virus Total
to our benign dataset. As for the ransomware samples, we
obtained 30 different families as characterized in Figure 3,
among these we have some noteworthy samples such as
wannacry, petya, locky.
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Fig. 3: Collected ransomware families associated with the
number of samples of each family

The proposed approach intercepts the APIs called by a
program, record its score, and abort its execution if the
score exceeds the threshold. It is implemented in C/C++
language and available on our GitHub repository [6], so
that the approach is exposed to wide-scale experimentation,
evaluation, and feedback. Figure 4 shows the architecture of
our setup where it is mainly composed of a DLL, the DLL
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Fig. 4: Architecture of our Setup that monitors the ransomware

injector, and the monitor. The DLL contains the signature
and the detour functions of all monitored APIs from files,
registries, hardware, running processes, and other suspicious
artifacts listed in our GitHub repository [6]. The DLL injector
creates a process associated with this specific ransomware
and injects our DLL inside its memory. If the hash of the
monitored program is already present in our database as a
benign application, then there is no need to perform the
injection and monitoring again. Else, the monitor keeps track
of a global variable score, initially set to zero. At each recorded
API stored in our DLL, the score gets incremented by the
rank of the called API, such that it only gets incremented
once for each function. Once the score reaches the maximum
value allowed, the monitor retrieves a handle to the PID of the
monitored process and sends a signal to kill it immediately,
then record its hash in our suspicious samples database. Our
monitor is light-weight since it does not monitor all Windows
APIs, which could burden the system with a plethora of
unnecessary CPU and memory usage.
During the evaluations, we split the data into training and
testing. For training, there were 65 ransomware samples and
58 benign applications. For testing, we used 52 ransomware
samples and 40 benign applications. The process of splitting
the dataset into training and testing is not done in a determin-
istic manner; however, it can be improved using open source
libraries for data partitioning.

A. Training Data

The purpose of this phase in the evaluations was to collect
the APIs, files, and registries that are queried for inspecting
the surrounding and to assign a rank for each artifact. The
reported scores of the trained ransomware and benign samples
are shown in Figure 5a and 5b, where it is revealed that the
scores of the ransomware samples are relatively higher than
that of benign samples. To choose a sound threshold, the aim
was to achieve the best accuracy in differentiating between
evasive ransomware and benign applications, i.e., we do not
want the threshold to be too low so that benign application will
be marked evasive, and not too high for evasive ransomware
to escape from detection. Thus, we studied the variation of the
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Fig. 5: Scores reported when measuring the evasiveness of (a) ransomware and (b) benign training samples.

accuracy with respect to the threshold as illustrated in Figure
6, and we noticed that at threshold = 21, the accuracy reached
a maximum rate of 0.918 with true positive rate of 0.923,
true negative rate of 0.913, false positive rate of 0.08, and
false negative rate of 0.07. Therefore, we chose this value as
a score limit in the testing phase.
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B. Testing Data

To evaluate our approach on zero-day contemporary ran-
somware attacks, we applied our monitor on both, ransomware
and benign samples that have not been encountered before.
Figures 7a and 7b show the scores of the tested ransomware
and benign samples respectively. With the threshold value set
to 21, we achieved an accuracy of 0.84, true positive rate of
0.77, true negative rate of 0.95, false positive rate of 0.05, and
false negative rate of 0.22. The latter value has a high rate
due to the presence of ransomware samples that were not very
evasive, i.e., they do not perform heavy environment inspection
queries. Although these samples can escape from detection,
antivirus vendors are making their execution environment
more realistic. Thus, it is difficult for a sample to detect the
execution system with a light-weight fingerprinting behavior,
and therefore, they will perform extensive checks and queries
regarding the type of the environment.

V. CONCLUSION AND FUTURE WORK

In this paper, we addressed evasive ransomware attacks that
perform fingerprinting to check if they are being executed in a
real or monitored environment, and prevent it from executing

their intended encryption/locking behavior. We explored arti-
facts that ransomware samples execute before launching their
targeted attack. The power of these artifacts lies in their low-
level nature, i.e., we captured the APIs, registries, and files
accessed to make it difficult for the malicious ransomware
to find a way to fingerprint the environment without passing
through these steps. Our empirical evaluations show that the
artifacts that have been gathered were able to identify evasive
ransomware samples from benign ones, and that the assigned
priorities were paramount to address the false positive ratio,
while allowing benign applications to execute normally.
In the future, we aim to conduct extensive evaluations on a
broader set of samples and evasive APIs. Additionally, we
plan to split our data in a deterministic approach, e.g., cross
validation, in order to get better results and reduce false
positives. Furthermore, we will explore deferring techniques
to delay/suppress the execution of contemporary ransomware,
such as feeding it false information regarding the type of
the execution environment. Consequently, evasive ransomware
will be deceived that it is running in a monitored environment,
and thus will deviate from its malicious action. Last but not
least, an enhancement of the developed prototype is to make
it more generic to operate on various operating systems.
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