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Abstract—This paper deals with the incorporation of
Blockchain technology in the security of Internet of Things(IoT)
based on Remote Patient monitoring systems. The paper presents
the benefits and also practical obstacles of blockchain-based
security approaches in remote patient monitoring using IoT
devices. Furthermore, the paper evaluates various potentially
suitable cryptographic technologies for deployment in IoT.
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I. INTRODUCTION

Many countries are suffering from a dramatic increase in
the number of patients, and it is becoming more difficult for
patients to access primary doctors or caregivers. In recent
years, the rise of IoT and wearable devices has improved the
patient quality of care by remote patient monitoring [1]. It
also allows physicians to treat more patients. Remote patient
monitoring (RPM) provides monitoring and care of patients
outside of the conventional clinical setting (in the home as
an example). The main component of a RPM system could
be, a specially designed monitoring device to monitor and
transmit health data to smart contracts, a smartphone with
internet connectivity and a RPM application [2]. Wearable
devices and IoT play an important role in RPM and in
the current push to develop Smart Cities. Wearable devices
collect patient health data and transfer them to hospitals or
medical institutions to facilitate health monitoring, disease
diagnosis, and treatment. In doing so, we see a Big Data
situation develop through all the patient data being analyzed
and transferred [3]. To handle such patient data with other
institutions, such infrastructure demands secure data sharing.
The solution for data privacy and security in IoT scenarios
may very well be hidden in blockchain technology [4]. Initially
proposed by Satoshi Nakamoto in [5], blockchain technology
provides the robustness against failure and data exposure. The
miners (responsible for creating blocks) constantly try to solve
cryptographic puzzles (named Proof of Work (PoW)) in the
form of a hash computation. The process of adding a new
block to the blockchain is called mining. However, adopting
blockchain in the context of IoT is not straightforward. There
are several problems currently noticeable in blockchain includ-
ingbut not limited to:

• high computational power to solve PoW
• low scalability
• long latency for transaction confirmation [6], [7].

We propose a novel model of blockchain and eliminate the
concept of PoW to make it suitable for IoT devices. Our model
relies on the distributed nature and other additional security
properties to the network. In the next sections, we will discuss
in detail the drawbacks in current blockchain models for IoT
and our proposed solutions and implementation.

II. DRAWBACKS AND SECURITY ISSUES

The main concern in RPM systems is the secure and
efficient transmission of medical data. The inability to delete or
change information from blocks makes blockchain technology
the best technology for healthcare systems and could prevent
these issues [8]. But Blockchain technology in its original
form is not a long-term solution. It has limitations that when
connected to IoT scenarios become very evident. In this
section, we discuss the challenges for applying blockchain to
IoT and explain how to solve these problems in our model.

A. System Requirements and Solutions

1) Decentralization: To ensure robustness and scalability
and to eliminate many-to-one traffic flows we need a
decentralized system. Using such decentralized systems
information delay problems that are seen on occasion
with Blockchain. In our model, we are using an overlay
decentralized network [9].

2) Authentication and Security of data: User’s computers
or cloud services store data that could be modified
or lost while transmitting itc̃iteal2017medibchain. The
preservation of such incorrect tampered data increases
the burden to the system and can also cause issues to
the patient using RPM. Therefore to ensure that data
is not modified we use a digital signature scheme. On
the receiver side, data is verified with the user’s digital
signature and if received correctly, it sends a receipt of
data to the patient.

3) Scalability: Solving “Proof of Work” (PoW) is com-
putationally intensive, however, IoT devices are very
resource restricted [10]. The IoT network in most cases



contains a large number of nodes and Blockchain Tech-
nology scales poorly to large networks as the number
of nodes in the network increases. We eliminate the
concept of PoW in our overlay network and also divide
our overlay network into several clusters instead of a
single chain of blocks. Therefore a single blockchain
is not responsible for all nodes in the network, instead
nodes are split into several clusters.

4) Data Storage: Storing IoT big data over Blockchain
technology is not practical and therefore we propose the
use of cloud servers to store encrypted data blocks. The
data can be interpreted as secure over the cloud due
to additional cryptographic security present including
digital signatures and high standard encryption [11].

5) Anonymity of users: Medical data of a patient may
contain sensitive information, and therefore data must
be anonymized over the network. For anonymity, we are
using a Ring structure along with digital signatures. Ring
signatures allow a signer to sign data anonymously. That
is to say, that the signature is mixed with other groups
(named ring), and no one (except the actual signer)
knows which member signed the message [12].

6) Security of data: To save the data from hackers, we are
using a double encryption scheme. We encrypt the data
using lightweight ARX algorithms and then encrypt the
data again using the public key of the receiver [13]. Also,
we are using Diffie-Hellman key exchange technique to
transfer the public keys and therefore to get the keys is
almost impossible for an attacker [14].

III. OUR PROPOSED SYSTEM

Our system consists of five parts:
• Overlay network
• Cloud storage
• Healthcare providers
• Smart contracts
• Patient equipped with IoT devices.

1) Overlay network: An overlay is a peer to peer network
that is based on a distributed architecture. The nodes
connected to the network could be a computer, smart-
phone, tablet or any other IoT device as well. To increase
network scalability and avoid network delay, we group
the nodes in the form of many clusters. Each cluster
has one Cluster Head. Each cluster head has a unique
public key which is shared with other clusters using the
Diffie-Hellman algorithm. The cluster head also contains
the information about the public keys of nodes which are
allowed to access data from the network. These networks
only contain the hash of the blocks (not the original data
which is stored in the cloud). Each block also contains
the hash of the previous block, and therefore we can
treat it similar to the blockchain.

2) Cloud Storage: Instead of saving the IoT healthcare
data over blockchain directly, we use cloud storage
servers to save the patient data. The cloud storage groups

user’s data in identical blocks associated with a unique
block number. Cloud storage is connected to overlay
networks, once the data stored in a block, the block is
encrypted using the shared public key of the user, and
cloud server sends the hash of the data blocks to the
overlay network.

3) Healthcare providers and Patients: Healthcare
providers are appointed by insurance companies or by
patients to perform medical tests or to provide medical
treatments. Healthcare services provide treatment to
patients once they receive an alert from the network.
Patients themselves are the owners of their personal
data and responsible for granting, denying or revoking
data access from any other parties, such as insurance
company or health care providers [15].

4) Smart contracts: Smart contracts allow the creation of
agreements in any IoT devices which is executed when
the given conditions in the contract are met [16]. Con-
sider we set the condition for the highest and lowest level
of patient blood pressure. Once readings are received
from the wearable device that do not follow the indicated
range, the smart contract will send an alert message to
the authorized person or healthcare provider and also
store the abnormal data into the cloud so that healthcare
providers can receive the patient blood pressure readings
as well when needed in real time.

IV. CRYPTOGRAPHIC TECHNIQUES USED IN THE MODEL

Instead of only one type of encryption technique, we
use both encryption schemes, Symmetric and Asymmetric
for different purposes. Symmetric algorithms (Private key
encryption) use the same key for both encryption of plaintext
and decryption of ciphertext, whereas asymmetric algorithms
(Public key encryption) use different keys for encryption of
plaintext and decryption of ciphertext. We use the variable
name ksym for the private key or symmetric key in our
algorithms, and the same key will be used for encryption and
decryption on both side of the transmission.

An asymmetric encryption sender will have one key pair
(skpriv, skpub), and receiver will have another key pair
(rkpriv, rkpub). Data can be encrypted using receivers public
key rkpub and can be decrypted using her private key rkpriv .
Generally, we use abbreviation plaintext (P ) for the normal
data file and ciphertext (C) for the encrypted data file.

A. ARX Encryption Algorithm:

In our model, we are using a particular branch of the
Symmetric key, called ARX algorithms to encrypt the data
for Blockchain. These algorithms are made of the simple op-
erations Addition, Rotation and XOR and support lightweight
encryption for small devices. One example of the latest good
ARX cipher is SPECK [17], [18], designed by National
Security Agency (NSA), US in June 2013. SPECK is a family
of lightweight block ciphers with the Feistel-like structure
in which each block is divided into two branches, and both



branches are modified at every round. Each block size is
divided into two parts, left half and right half.

B. Digital Signature:

We add a digital signature to the data for authentication
purposes. Digital signatures are the public-key primitives of
message authentication. Each user has a public-private key
pair. Generally, the key pairs used for signing/verifying and
the key pairs used for encryption/decryption are different.
In our case sender will have one key pair (skspriv , skspub

),
and receiver will have another key pair (rkspriv , rkspub

). The
senders private key skspriv is used to sign the data, and the
key is referred to the signature key while senders public key
skspub

is used for verification on the receiver side of the
transmission. Signer feeds the data or plaintext into the Hash
Function and generates the hash value hashp. Hash value
hashp of plaintext and signature key skspriv are then fed to
the signature algorithm and sent along with the encrypted data.
During the verification process, the verifier generates the hash
value hashr of the received data from the same hash function.
Using the Verification algorithm and signers public key, he also
extracts the original hash value hashp of plaintext and if the
value of hashp and hashr are same then data is verified and
not changed during the transmission process.

C. Ring Signature:

We use Ring signature technology, which allows a signer to
sign data in an anonymous way. The signature is mixed with
other groups (named ring) and no one (except actual signer)
knows which member signed the message. Ring Signature was
originally proposed by Rivest in 2001 [19]. A user desiring to
mix his transaction sends a request to the Blockchain network.
The request comprises of the public key skspub

. After receiving
the request the network sends back a certain amount of public
keys (sk1spub

, sk2spub
, sk3spub

, sk4spub
| which are collected

from other users (u1, u2...uN ) who also applied for mixing
service, including skspub

. Using ring signatures in our model
we can get two important security properties. They are Signers
Anonymity and Signature Correctness.

In our proposed system, we need to transfer the public
key through the network. To make data more secure, we also
share the public key secretly. To share the public key skspub

safely along the network we are using the Diffie-Hellman key
exchange technique.

V. ALGORITHMS

In our encryption Algorithm 1, we encrypt the data file
by using the symmetric key ksym and produce a ciphertext file
C. After encryption, we use double encryption technique and
encrypt the key ksym by using the public key cryptography.
We use the receivers public key rkpub to encrypt the symmetric
key ksym and send the encrypted key along with the ciphertext
C. We denote the encrypted symmetric key with Ck.

Algorithm 1 Data Encryption

1: function ENCRYPTION (data file)
2: if user confirm data preservation over blockchain then
3: Generate a symmetric key ksym
4: C ← Encryptsym (data file, ksym)
5: Ck ← Encryptasym (ksym, rkpub)
6: else
7: Do nothing
8: end if
9: end function

For the digital signature senders can use two
keys (skspub

, skspriv ) that is different from the
encryption/decryption keys. To add the digital signature,
the sender first passes the data file to the Hash Function and
creates the hash value hashp of the data. Then he signs the
data using his private key skspriv by passing the value of the
private key and hash value hashp to the Signature Algorithm.
The signers public key skspub

can be used to verify data on
the receiver side. To apply the Anonymity of the patient or
user, we add ring signature in our Algorithm 2.

Algorithm 2 Ring Signature and Public Key Sharing

1: function SIGNATURE (data file)
2: if user chose anonymity over blockchain then
3: Generate a asymmetric public-private key pair

(skspub
, skspriv )

4: hashp ← calculate hash of the data file
5: Create the Digital Signature using hashp and

signers private key skspriv
6: Share the public key skspub

to the receiver using
Diffie-Hellman key exchange

7: Mix the signature with other network group to
form a ring

8: end if
9: end function

The user will ask the network for other accounts who also
want to add ring signatures to their transactions. The network
will then provide them with a set of users who also wish to
apply ring signatures. The sender’s transactions are then mixed
with other users transactions and sent over the network. No one
will be able to identify the original signer of the ring group.
The process is described in the block diagram (Figure 1) of
our model.

To decrypt the ciphertext data C (Algorithm 3), we need the
symmetric key ksym. The symmetric key was encrypted using
the public key rkpub of the receiver, and therefore receivers
private key rkpriv can only decrypt the symmetric key. We first
decrypt the Ck using the private key rkpriv of the receiver and
get the original symmetric key ksym. We apply the key to the
ciphertext C and get the original plaintext or data file.
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Fig. 1: Block Diagram of Model

Algorithm 3 Data Decryption

1: Input: Encrypted file C, Encrypted symmetric key (Ck)
2: Output: Decrypted data file
3: function DECRYPTION (C,Ck, rkpriv, ksym)
4: ksym ← Decryptasym (Ck, rkpriv)
5: data file← Decryptsym (C, ksym)
6: end function

During the verification process (Algorithm 4), a Verifier
generates the hash value hashc of received data (ciphertext)
using the same hash function. Also, the verifier feeds the
digital signature and the verification key into the verification
algorithm and extracts the hash value hashp of original data
(plaintext). If both hash values are equal, it means data file is
not modified during transfer between sender and receiver.

Algorithm 4 Signature Verification
1: Input: Encrypted file C, Signers Public key (skspub )
2: function VERIFICATION (C, skspub )
3: hashc ← calculate hash of the received encrypted data file

C to be verified
4: Using Public key skspub of signer, extract hashp of senders

file
5: if hashc = hashp then
6: return C
7: else
8: return “Signature incorrect”
9: end if

10: end function

VI. MODEL IMPLEMENTATION

In our system, the patient is equipped with wearable devices
such as a blood pressure monitor, insulin pump, or other

known devices which are constantly evolving in today’s medi-
cal world. The health information is sent to smart devices such
as a smartphone or tablet for the formatting and aggregation by
the application. Once complete, the formatted information is
sent to the relevant smart contract for full analysis along with
the threshold value. The threshold value decides whether the
health reading is NORMAL as per standard readings or not.
If the health reading is abnormal, then the smart contract will
create an event and send an alert to the overlay network and
to the patient. Also, it stores the abnormal readings to cloud
servers and cloud server transfer the hash of the stored data
to the overlay network. When health data is transferred to the
cloud server, the sender adds a digital signature to the data.
Overlay network then sends an alert to the health providers.
Here, we are not storing the health readings to the overlay
network, but we only store the transaction alert to the overlay
network.

Health Alert Events should also be anonymous, and pri-
vacy preserved to the overlay network. We treat this alert
as a transaction of the specific user and apply all advance
cryptographic techniques according to the algorithm explained
in Section V. Here the entity who is sending the information
could be treated as a sender and the entity who is receiving
the information could be treated as a receiver. Here we only
describe the flow of data in our system and do not describe
all the encryption/decryption technical details as we already
explained cryptographic techniques in above sections by taking
a general model of the sender, receiver and network. An
overlay network contains the public key information of all
connected nodes and hash indexes of the stored data over the
cloud. Once the healthcare provider node gets an alert, he/she
access the full health reading of patient for which he/she is
authorized over the network.



VII. FUTURE WORK

This paper takes an initial look at a blockchain-based
model glimpsing into any current IoT-based remote monitoring
system using known secure crypotographic tools. Since this
project is in its infancy, our main future direction for this
work is to implement the system in a testable system to
provide some real world security and efficiency guarantees
apart from what has already been established for all the
individual components used. Through community engagement,
we also hope to find partners to help bring some of the
novel ideas mentioned in this work to become available to
the general public.

VIII. CONCLUSION

In this paper, we introduced a novel blockchain based IoT
model to provide advanced security and privacy properties
to the current IoT based remote patient monitoring system.
Use of blockchain in IoT based models is not straightforward,
and therefore we tried to eliminate many challenges and
improved the security of healthcare data. Our model provides
reliable data communication over the network and storage over
the cloud with more advanced and lightweight cryptographic
techniques like ARX encryption scheme. We introduce the
concept of Ring Signatures which provides important privacy
properties like Signers Anonymity and Signature Correctness.
Also, we used a double encryption scheme to make the
symmetric key more secure over the network, and we used
the concept Diffie-Hellman key exchange technique to our
blockchain based network which protects our public key from
an intruder.
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