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Abstract—Blockchain is one of the hottest topics nowadays
at many societal, industrial and academic conferences. The
Blockchain is the core mechanism of digital currencies like
Bitcoin. It has far reaching possibilities for applications in
healthcare, public document management, and voting systems
to name just a few. However, due to the many intrinsic technical
aspects of blockchain technology, it is not easy for the general
audience to understand the concepts well. This paper deals with
the most natural methodology to educate Blockchain technology
to young students and the general audience in a manner intended
to those who have a very limited technical background.
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I. INTRODUCTION

As the name indicates, a blockchain (Figure 1) is a growing
set of data blocks that are connected in the form of a single
long chain [1]. These blocks are connected by a secure
cryptographic hash, that we explain in detail later. This chain
of data blocks connected is treated as a general ledger and
is distributed across a peer to peer network. Each computer
connected within the network has an up-to-date copy of the
same general ledger. Most importantly, the ledger itself is
secure and the database can only be extended through new
blocks added to the chain. It is computationally impossible to
change records that have already been committed to the chain
[2]. This is one of the main reasons for blockchain’s popularity
in recent years. In 2008, Blockchain was initially conceived in
[3] for use with the now well known cryptocurrency Bitcoin.
With the help of Bitcoin, anyone can make electronic payments
directly between two parties without the help of any third party
bank or credit union. Since Bitcoin (a form of electronic cash)
is the most famous underlying technology using blockchain,
many people get confused between the two and think that
both are one in the same. Moreover, they may perceive
that blockchain can only be used in the financial sector [4].
However, blockchain can be used for many purposes, such as
in the healthcare sector, voting, military services, public data
storage, etc. It is a fair assumption to say that Blockchain
technology can be used anywhere the concept of keeping a
un-editable ledger (records) of some sort is paramount [5]–
[7]. Estonia has become one of the worlds first countries to
pay close attention to blockchain technology in 2015. In 2016,
Blockchain became the national storage technology in Estonia
[8]. The use of blockchain technology is not free. Blockchain

uses a large amount of electricity to add a new block in the
blockchain. Blockchain uses a vast amount of computational
power to implement its technological aspects, and therefore
is not efficient to run for a large amount of data. There are
many dedicated labs and educational programs making use
of blockchain engineering. Researchers are actively trying to
implement versions of this technology suitable for various
applications, while also trying to reduce energy consumption
to make this technology accessible to everyone. In this paper,
we discuss the technical parts of the blockchain; such as
cryptography, hash, distributed ledger by using easy real
world examples suitable for educational purposes for general
audiences.

II. BLOCKCHAIN AND DISTRIBUTED LEDGER
TECHNOLOGY (DLT)

The first concept to convey in an educational setting is that
of a distributed ledger and its importance in Blockchain [9]. A
distributed ledger is the consensus of replicated, synchronized
and shared digital data spread across a peer to peer network. In
peer to peer networks, the term “peers” represents computer
systems which are connected to each other via the Internet.
Each peer in the network contains an identical copy of the
ledger. Now consider we take this identical ledger in the form
of a blockchain. In such cases, nodes in the network will save
the identical copy of the blockchain (Figure 1). This diagram
can also be recreated using student volunteers as “blocks”
linking hands to form a chain (blockchain).
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Fig. 1: Blockchain

The main advantage of this distributed ledger is the lack
of any central authority [10]. When a new block is added
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Fig. 2: Hash Reference

to the blockchain each node updates its ledger, based on a
combined consensus algorithm. A consensus algorithm is a
solution to the well known computer science problem known
as the consensus problem. The consensus problem states that
agreement must be met among a number of processes (or
agents) for a single data value. In this case the agents are nodes
in the Blockchain network and the data value is a transaction.
The easiest parallel to draw for a distributed ledger is that of a
companies bookkeeping records, that are duplicated every time
a new set of transactions is created (a block) and then that new
copy of the records are sent to everyone. Almost impossible to
achieve in a non-digital world, but also very taxing on systems
in a digital world as well. While demonstrating the distributed
ledger, have the students imagine having their local banks data
kept on an networked USB drive and given to every client
of the bank. In this manner, every client would not only be
responsible for a copy of all the banks data, they would have
to ensure connectivity to the Internet to make sure the data
constantly could update.

III. SECURITY OF BLOCKCHAIN

We can divide the security of blockchain in 4 educational
steps which we describe below. They are:

• Data encryption
• Prevent modification
• Insert new blocks
• Data verification in blocks

A. Data Encryption

Here we use two terms, plaintext P and ciphertext C. The
plain data which is available to encrypt is called plaintext
while the encrypted data is called ciphertext [11]. There
are two types of encryption schemes, namely Symmetric
and Asymmetric for different purposes. Symmetric algorithms
also known as private key encryption, use the same key for
both encryption of plaintexts and decryption of ciphertexts.
Figure 3 and Figure 4 can easily convey the ideas to students
about encryption. A simple example of plaintext becoming
unrecognizable text in ciphertext form will help students learn
this concept with ease.
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Fig. 3: Symmetric Key Encryption

In blockchain, we use asymmetric algorithms to encrypt
the data. In asymmetric algorithms also known as public key
encryption, we use different keys for encryption of plaintext
and decryption of ciphertext. In this type of encryption, sender
and receiver both have a key pair of a public and private key.
The private key is only available to the creating nodes while
the public key is distributed somewhat freely in the network.
The sender uses the receivers public key to encrypt the data.
Because the data is encrypted by receivers public key, only
the receiver can decrypt the data by his private key. It is also
common here for instructors to just use a key and lock analogy
or physical props of keys and locks to convey these ideas and
many examples can easily be created [12].
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Fig. 4: Asymmetric Key Encryption

B. Prevent Modification

The data stored in the blockchain is not easy to change due
to cryptographic properties of the chain. The blocks are locked
with each other using a Hash Reference. Each new block con-
tains the hash value of the previous block (Figure 2). Hashing
is one of the most important properties of the blockchain, and a
high percentage of the conceptual understanding of blockchain
is focused on understanding the hashing process. Therefore,
we focus on the technical description of hashing in an easy to
understand manner.
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Now a question to pose in an educational setting is what
is a “hash” and how to create a hash of a block. Creating a
hash value is possible with a mathematical cryptographic hash
function, that can take any size of data as input and produce a
fixed size output called a hash value. The main property of a
hash function is, if someone changes a single bit in input, the
whole value will change in output. The uniformity property
of hash functions, where the output is evenly distrubuted
amongst the output range of the hash function helps acheive
this property. There are a few online tools [13] where we can
try hash functions for demonstration purposes.

Show the students an example such as with input
XYZ123ABC and produce the hash value using SHA256
hash function, and then we change the input value with
XyZ123ABC and check the output:

• XYZ123ABC :EC4AA0791A7027C1C9D7758F270
3655B051DFC28F8F1ACB8C609B15D24D6C80E

• XyZ123ABC :06831F93C5E0F7C306D091E9E620
14B28174971FBC71956043B1EAFA7587FC65

Changing a single letter changes the whole hash value.
Similarly, we can calculate the hash of a full block using a
hash function. Take a close look at Figure 2. In such cases,
if someone tries to modify data in say Block 0, the block’s
hash value will be changed in the next block, and therefore
an attacker will have to change the hash value in the next
block, Block 1. But in such a case, because Block 1 contains
the hash of Block 0, any changes in the hash will change
the complete hash value of Block 1 in Block 2. Therefore,
if someone wants to change a block, he or she will have to
change the data for entire blocks in the blockchain. Moreover,
if someone knows the hash value of any file or block, it is
not easy to calculate the input of the hash function, due to its
non-invertible property. In the above example, consider you
only have the hash of the given input data, and you want to
guess the input. In such cases, your only alternative is to try
all possible combinations of inputs, known as “brute force”.

We can take a simple example to convey this idea of a
number lock system using a bike lock. To get the one correct
solution to open the lock, someone might have to try many
possible combinations. Let us say in a number lock system,
there are 4 places, and each place can be filled with numbers

0 − 9. Therefore, a total of 10 possibilities for each position
or 104 total possibilities exist. To guess the key we need to
try 104 possible inputs which is a fairly big number. This is
just a small complexity example in human readable form, but
what if we needed to guess inputs in the form of bits. Let’s
say if we have 512-bit data, where each bit can be either 1
or 0. In this case, we need to guess 2512 values which is an
impossible task and requires enormous computational power
to run a server for several months attempting a brute force
attack.

Fig. 6: Number Lock with 104 possible combiniations

C. Inserting New Blocks

A new block in the blockchain is generally created by min-
ers [14]. Bitcoin mining is the process of adding transaction
records to a blockchain’s public ledger of past transactions
and therefore miners are those who perform this task. These
miners could be any node in the network. To add a new block,
miners solve a complex mathematical problem called “Proof
of Work”. There might be many miners in the same network,
and everyone can try to mine a new block to the blockchain.
However, only one miner can be successful at any given time
to add a new block. The miner who first solves the Proof of
Work (PoW) problem is able to mine the new block in the
network. Mining takes a sufficient amount of computational
power, and therefore we need a strong computer to solve the
mining PoW problem. If someone understood the concept of
hash functions, then its very easy to understand the Proof of
Work concept also. We divide the problem into several steps:

• To mine a new block, a miner will initially collect
transactions from the network and store it in a block.



Consider the miner selects transactions T1, T2, T3 and
stores them in a block (Figure 5).

• The miner will check the previous hash value of the
blockchain and store it in the new block alongside the
transactions.

• The miner will also select a variable called “nonce” and
store in the same block. He or she is free to change the
value of this variable.

• Now, the miner will check the PoW problem given
by the network. These problems are generally in the
form of a hash value. Let us suppose the problem is:
0000000XXXXX, where first 7 digits are 0. In such a
case, the miner will have to find a hash value of his/her
new block, which is less than 0000000XXXXX. Once
miner finds the same number of initial zeros for some
value of nonce, he can broadcast the solution to the net-
work and prove that he mined a new block. The number
of zeros decides the difficulty level for the miners. This
can easily be explained educationally thinking back to
hashing, since each additional fixed zero that is added to
the hash value, makes that particular hash value harder
to find.

• The value of nonce could be a very small number say, 12
or it could be a very big number like 52390125. This is
the reason, the time to mine a new block is not fixed, it
can be few seconds or sometimes it can be 20-25 minutes.
Average time to calculate a new block is 10 minutes.

To show students this concept, an easy hands on game
would be to invite a group of students on stage. Give them each
an identical problem to solve, like a math puzzle, or an almost
solved rubix cube. The first person that finishes gets a prize,
while the rest of the participants, even though they worked
hard, get nothing. This really hammers home the concept of
“miners” mining blocks in the blockchain.

D. Data Verification in Blocks

Verifying all the data or transactions inside the block is
also the responsibility of the miners. The data or transactions
inside a block are stored in the form of a hash-based tree data
structure called a Merkle Tree (Figure 7). In the figure, a hash
function f takes some transactions (T1, T2, T3, ..) or the hash
value of these transactions and produces the root hash value
at the end. The Merkle Tree is very useful in distributed and
peer-to-peer systems for data verification.
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Fig. 7: Merkle Tree

It is easy to verify data using a tree structure. Consider if
someone does not follow the Merkle Tree structure and passes
all transactions as input to the hash function. In such cases, if
a single transaction is already tampered with, then the whole
hash output will be different and it will be very difficult to
find the tampered data once it is hashed. But in the case of a
Merkle Tree, we can check at any point which node at which
level of the tree is giving the wrong hash value. Let us take for
example if an adversary modifies transaction T2. Then, when
we verify all the hashes, we can see that only the left side of
the tree is giving inaccurate hash values. The hash value of
T3 and T4 gives the correct hash output. However,the hash
output of T1 and T2 will be incorrect, and therefore we do
not need to check the transactions T3 and T4. We can convey
these ideas through a simple example using the Merkle Tree
structure, as described above. The diagram given in Figure 7
can be explained in depth to students if needed as well.

IV. BITCOIN

Bitcoin was released as open source software in 2009. The
concept of open source may be foreign to a general audience
or young students, so this may be a good time to explain this
concept using a MacOS and Microsoft vs Linux comparison.
Bitcoin is the world’s first digital cryptocurrency that only
exists electronically. However, the inventor of Bitcoin is still
unknown. The Bitcoin white paper was made open to the
public under the pseudonym of Satoshi Nakamoto [3], and the
identity of “Satoshi” is still a mystery. Bitcoin does not have
any central issuing authority as it is treated as decentralized.
Students would enjoy the mystery surrounding Bitcoin and that
the inventor is still unknown. Many news articles or videos
could be used to support this in a classroom setting. It may
even be used to start a lesson on blockchain to motivate the
study. Bitcoin works under blockchain technology and follows
the same rules and regulations. A user requires an online wallet
to store money. When someone has an online wallet, it does
not mean that he/she has a coin in his/her wallet with a round
shape and golden colour. Some interesting facts that students
may enjoy are mentioned here. They can be used to motivate
the technology itself or be studied further in depth if there is
interest from the instructor:

• Bitcoin is just a physical address, and a Bitcoin wallet is
a collection of those Bitcoin addresses and private keys
controlled by software. A private key is a 64 character
cryptographic hash that proves that you own a specific
address. A private key also allows you to transfer coins
to a new address. Easy examples can be generated of this
concept.

• If someone else accesses this private key, they can transfer
or steal your Bitcoins. If you lose your private key, you
lose your Bitcoins.

• Bitcoin also uses public keys, which is similar to your
account number in a bank where anyone can send money
to. You can share your public keys to allow people send
you money!



• What is Bitcoin mining? Bitcoin mining is similar to
mining in blockchain as we explained earlier, but here
you get some rewards in terms of Bitcoin to mine a block.
The current reward for mining a block is 12.5 BTC and
reward generally decreases to half after every 210, 000
blocks mined. The current price of 1 BTC is 4025 USD.
A statistical graph showing students the volatility of the
price of Bitcoin would be interesting here.

• When Bitcoin started, there was a finite amount of 21
million Bitcoin set, and at the time of writing this article
almost 83.21% have been mined already. But, due to a
decrease in reward after every 210, 000 blocks mined, the
Bitcoin will be still alive till 2040.

• Now, after knowing all these things, students might be
interested in mining Bitcoin. But, on the other hand, it
is not easy to mine a block. The difficulty to mine a
block also increases after every two weeks automatically
by the network. To mine a block, you need a lot of
computational power as well as electricity. The volatility
of the currency makes it a very risky endeavor.

Electricity consumption [15] and large computational power
in Bitcoin are the biggest problems today. The annual elec-
tricity used per year in Bitcoin mining is 47.65 TWh, which
is greater than the total energy consumption per year by a
country the size of Sweden. Pending on where this material is
taught any small country would suffice as an example. Almost
0.21% of electricity consumption of the world is due to Bitcoin
mining. As was explained earlier in the Blockchain section,
mining greatly depends on luck also. If you are lucky you
can open a number lock in just few attempts and if you are
not lucky you might have to try all possible combinations
before getting the final solution. To mine a single block, a solo
miner might have to wait many years and absorb electricity
and computational cost during those unfruitful years before
a Bitcoin reward. To see practical information about Bitcoin
mining such as the size of the mined block, the difficulty of
the network, the average time of the mined block, nonce value
etc., we refer instructors to the website [16]. Mining is divided
into 2 parts:

• Pool Miners: In pool mining, miners share their re-
sources to mine a block. However, each miner solves
a “Proof of Work” problem, and if the pool becomes
successful to mine a block, the reward is also split and
distributed between all participants.

• Solo Miners: Solo miners perform the mining without
joining any pool. Therefore, the reward completely is
owned by the solo miner.

Communication in Bitcoin:
Communication can be divided into two parts:
• Users broadcast their transactions. If A wants to send

money to B, then A will use public address of B and
broadcast the transaction in the network. Any miner can
select this transaction in his/her block and can mine the
block in the network. This can be shown through an easy
example on the board or using a demonstration.

• Miners also broadcast updates to the network once they
solve a “Proof of Work” puzzle completely. Miners
receive the mining reward in terms of Bitcoin and also
some transaction fees received from users involved in the
transaction.

V. CONCLUSION

Blockchain technology uses many different technical as-
pects from cryptography, mathematics and computer science
which can be made interesting at all levels. In this paper, we
summarize those ideas in an easy way to be presented in a
systematic structure to those with little to no knowledge of
computer science. We presented all practical information about
Bitcoin currency from the real-world platform. The concepts
of Blockchain and Bitcoin only need minimal educational
background to understand. Therefore young students or a
general audience would be the best audience for the concepts
presented here.
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