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Abstract—Mobile cloud computing provides on-demand re-
sources. The architecture of mobile cloud computing is composed
of a cluster of mobile devices. It is gaining popularity because
of its cost-effectiveness and availability. There are numerous
security issues like data breaches due to many data being stored
with all of its benefits. According to recent searches, about 70%
of the operations are now performed on the cloud. Data loss
from mobile devices, unsecured exchange of information through
rogue access points are the security threats of mobile cloud
computing. Data breaches, account hijacking, denial of services,
loss of encryption key are additional security and privacy threats.
Examples of mobile cloud applications are Google maps, GMAIL,
and Cisco’s WebEx on iPad. The security issues mentioned before
in mobile cloud computing are now applying more complicated
authentication schemes. We can secure the architecture by
integrating a multi-agent system. The simulations used for the
analysis are OPNET and SPSS, where OPNET is used to evaluate
and develop a network and information security model for cloud
computing security, and SPSS be used to build a statistical
analysis of how much this is affecting and how much it occurs. In
this paper, the protocols to implement different kinds of multi-
factor authentication are discussed.

Index Terms—Cloud Security, Security Threats, Security Tech-
niques, Cloud Security Standards

I. INTRODUCTION

The word cloud is utilized as an analogy for “The Internet”
in cloud computing, so cloud computing signifies a sort of
Internet-based computing based on cloud servers [1], [2].
Cloud computing is a way toward organizing information and
communications technology and services and storing assets
over the Internet [3]. Individuals and organizations make use
of free equipment and programming facilitated on the web.
Cloud computing makes it very easy to get to data and assets
from any place so far as the Internet is accessible. With all
the accessibility of computing servers, cloud computing offers
various points over conventional on-location services regarding
velocity, cost, and proficiency. The accessibility of high-
capacity systems, low-cost computers, and capacity devices, as
well as the widespread adoption of equipment virtualization,
service-oriented design, and autonomic and utility computing,
has driven development in cloud computing [4], [5].

Even though cloud computing can work smoothly and
efficiently, it depends specifically on the data transfer capacity

accessible made convenient, which relies upon the system
expert organization’s limit. Need for organizations may be pro-
gressed, as cloud computing may increment users’ flexibility
with re-provisioning [6]. The most common issue to come
across while talking about Cloud Computing is the security
issues we have to suffer. With billions of clients preparing,
sending, and getting data all through the cloud, the framework
turns out to be progressively clogged up [7].

Fig. 1. Cloud Computing Analysis

Fig. 1 shows the analysis of Cloud computing blocked by
millions of clients due to the security issues they had to face.
If a client tries to access data and applications irrespective
of location, he can compromise on privacy data [8]. Cloud
computing providers require finding alternative ways to protect
client privacy information. One way is to use authentication
techniques with user names, passwords, or secured credentials.
Another way is to employ an authorization process format such
as each user can access the data and applications relevant to
the business, or need [9].

A common customer question is, what is the security for
our data? On this issue, there is ample research ongoing. This
paper introduces little idea of privacy for the data through data
management. This paper introduces these ideas with the help
of privacy managers and risk managers. Privacy manager deals
with data storage and generating a key for the data.
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A. Problem Statement

Regardless of all the benefits we have, mobile cloud com-
puting security difficulties and issues are talked about by dif-
ferent analysts. They consider use cases from alternate points
of view, including clients, designers, and security engineers.
Security issues and difficulties include the following:

1) Data loss occurs when the data is being corrupted,
deleted, and made unavailable for the authorized user
by hackers, Data integrity, Data breaches, Information
stockpiling, and Information recuperation.

2) Security vulnerabilities exist in mobile cloud computing.
3) One of the most genuine dangers to mobile cloud

computing originates from HTTP Denial of Service.
These sorts of assaults hard to stop.

An adaptive network-based fuzzy inference system (ANFIS)
deal with the basic regions of cloud computing [10]–[12].
ANFIS conveys many best practices for the cloud supplier,
customers, and security sellers to follow in every space.
Examination in the cloud model needs to be performed to
understand the security issues in mobile cloud computing.
The operations we are performing are rightness, strength, and
extensibility. From the cloud purchasers’ and suppliers’ point
of view, security is a significant worry to do business. We
are required to provide our personal information. So, cloud
providers need to make sure to give out new security actions
to settle the concerns.

B. Motivation

In this paper, we break down existing difficulties and issues
engaged with mobile cloud computing. The ultimate goal of
mobile cloud computing is to enable rich mobile applications
on mobile devices. It provides business opportunities for
mobile network operators as well as cloud providers. Mobile
device’s computational offloading is done to the battery time
and for long operation time. Offloading of data is handled
using encryption, and Steganography [13]. Few arrangements
are performed that should be accessible in cloud-based appli-
cations: 1) Secure correspondence, 2) Internal Data insurance,
3) Denial of administration and vitality squander. The rest
of the paper is organized as follows: Section II presents the
relevant work. Section III presents the background of Securing
data with Adaptive Neural Fuzzy System. Section IV present
the proposed solution. Section V presents the Simulation and
Results. Finally, the paper is concluded in Section VI.

II. RELATED WORK

Soni et al. presented privacy and security issues in cloud
computing in which they majorly focused on the key issues
faced by the market today with safety measures to serve server
providers in the most efficient way possible [14]. Furthermore,
El-Yahyaoui et al. presented Data privacy in Mobile Cloud
Computing, and they presented a new fully homomorphic
encryption scheme [15]. The scheme was used to secure the
data in the cloud sensibly. This scheme used a large integer
ring as clear text space, and another was used for encrypting
and decrypting data [16].

Devi et al. presented the environmental benefits of Cryp-
tosystems for security in cloud data storage using soft comput-
ing techniques. The user’s authentication is verified success-
fully; dual encryption is performed on the cloud files using
this cryptosystem. Tariq presented an Agent-Based informa-
tion security framework for hybrid Mobile cloud computing
that proposes an Agent-based information security framework
including all the cloud-related methods [17].

Mohamed et al. proposed data security appear for circulated
processing reliant on mobile cloud designing. They made
programming to propel the effort in Data Security’s effort for
conveyed figuring further [18]–[20]. Cayirci et al. presented a
proposal Cloud Adoption Risk Assessment Model (CARAM),
which was designed for cloud customers to assess the risks
and factors that they face by selecting a specific cloud service
provider [21]. It is an expert system to evaluate various back-
ground information obtained from cloud customers, cloud ser-
vice providers, and other public external sources and analyze
various risk scenarios. This would facilitate cloud customers in
making informed decisions to select the cloud service provider
with a preferable risk profile [22]. Much current proposition
in the zone of frameworks for remote impromptu addresses
various host issues against specialists. So far, all the research
is done on operators from the hosts and hubs [23].

As all of us know, cloud computing has various advan-
tages over service and pervasive computing [24]. Different
parameters such as storage, interface, and synchronization are
compared with each other by Mie. Though many other factors
dealing with cloud computing privacy, the major system does
not contain any solution related to the risk of the data
stored on the cloud [25]. Peng introduces a complete database
management technology system in the form of Platform and
Map-reduce [26]. This particular technique uses mappers in the
mobile cloud to manage the database. However, the problem
that is observed in this case is that mapping is not accurate.
In our work here, we attempt to resolve some of the issues
mentioned from the previous works.

III. SECURING DATA WITH ADAPTIVE NEURAL FUZZY
SYSTEM

Here, we focus on versatile security, which we characterize
as a collection of conventional efforts for safety, privacy,
helplessness recognition, and weakness reaction in a specific
order. Versatile security refers to altering the Security and
Communication Networks framework’s security depends on
the required security level. The main aspect is given the parti-
tion between client-to-cloud and device-to-cloud information
trade as shown in Fig. 3.

A. Neural Systems

Engineers see neural networks as a huge scale incredible
system described in the first demand differential condition.
They are new structures for planning information systems
containing multiple associations dealing with parts that are
called interconnections by getting ready. Each part consists of
a chunk of data and alone yield. With each data, it consists
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Fig. 2. Adaptive Fuzzy Interference System

of weights that are assigned to them and heap vectors. Each
framework has a few balance focuses.

B. Architecture of Fuzzy Logic Controllers

Systems Based on Intelligent Control Fundamental (ICF)
setup of fluffy rationale controllers. Fuzzification interface
which comprises the following advances:

1) Estimating the estimation of information factors.
2) Exchanging the wide scope of qualities of information

variable to the related general set.
3) Implementation of Fuzzification, which is the main

discussion of information.
4) Knowledge base that includes ”information base” and

“phonetic control rule base.”
5) The information base gives the definitions that are

important and are used to characterize phonetic control
rules.

6) The standard base is implemented that determines the
control objectives by utilizing a set of semantic control
rules.

7) Decision-making rationale as in this part, human basic
leadership is propagated dependent on fluffy ideas and
generate fluffy control activities.

8) De-fuzzification interface.
9) Change of a wide extent of yield elements to the

comprehensive set.
10) De-fuzzification of standards and etymological factors

that is retrievable and sensible by whatever is left of
cycle.

In Algorithm 1, the steps could be leeway of security
confirmation as different could be given out to one physical
contraption that gives the appropriate data for the application,
which keep the chance of data break and advantage taking.
Each cloud customer has its perspective on contraption organi-
zations and boundaries, realizing sensor-as-an organizations or
detecting an as-an organization perspective. Notwithstanding
what security shows and progressions are associated with, the
acknowledged methodology in complex security structures as
cloud are relying upon standard checking and vulnerability
checks. In such perplexing systems, watching the security is
a major information undertaking, which is complicatedly free
from any other individual.

Algorithm 1 Algorithm for Boundary estimation
1: Data Loss
2: Data Integrity
3: Data Breaches
4: Shared Environment
5: Insecure Programming of Application
6: Every boundary has an etymological mark.
7: Produce the enrollment work for input and yield struc-

tures.
8: Every parameter creates participation grades utilizing en-

rollment capacities.
9: The combined output is the product of all input signals

and represents a rule’s strength. An AND operator is used
to evaluate the incoming signal.

10: Process the general yield.
11: Training of Data
12: Analyze errors and generate them.

IV. PROPOSED SOLUTION

In neuro-fuzzy systems, there are several approaches to
learn which has the most detectable quality of starting, which
is now of that smooth justification and neurocomputing. The
appropriate system that we can use in this case is the ANFIS
Sugeno Model using MATLAB [27]. This structure is a
flexible framework that uses Sugeno fuzzy inference systems.
There are conditions of membership functions. The provided
membership functions’ parameters could be chosen to some
extent that prompts the yield of information to address such
arrangements in the information respects.

Acknowledge a fluffy determination structure in which five
wellsprings of information and one yield. Fluffy set with two
fluffy on the remote possibility that rules are according to the
accompanying:

Considering a chance where x is A1 and y is B1 then at
that point we have:

f1 = p1x+ q1y + r1 (1)

Considering a chance where x is A2 and y is B2 then at
that point we have:

f2 = p2x+ q2y + r2 (2)

ANFIS Structure refers to where we can execute the think-
ing instrument into a feed-forward neural system with a man-
aged learning limit. ANFIS gives a technique to the delicate
demonstrating framework to learn data about a dataset, to
handle the membership function boundaries, that best enables
the related warm assurance structure to seek after the given
information/yield information. This learning procedure also
works to that of neural structure.

The parameters that are related to the membership functions
change through the learning system. ANFIS utilizes either
back extension or a blend of least square assessments and
back-causing membership function parameter assessments.
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Fig. 3. Fuzzy System Model

The per clients are intimated for additional subtleties on these
techniques.

Membership Functions refers to the structure squares of
fuzzy set hypothesis; that is, fuzziness in a fuzzy set is resolved
by its membership function. The most important is the STATE
of membership functions that are significant for a specific
issue since they impact a fuzzy inference framework. They
may have various shapes, for example, triangular, trapezoidal,
and Gaussian. However, here, for the few cases discussed, we
use triangular fuzziness since triangular shapes refer to fuzzy
numbers. Fig. 3 interprets the Fuzzy System Model used to
input the numerical input and is further used for fuzzification
and de-fuzzification of the base rule applied.

Different membership functions are used in terms of the in-
puts for data loss [28]–[30]. The membership functions would
be no data loss, medium data loss, and full data loss, whereas,
for data integrity, the membership functions would be no data
integrity, medium data integrity, and high data integrity; for the
shared environment, we have membership functions such as
no shared environment, medium shared environment, and high
shared environment, for insecure application programming we
have membership functions such as no insecure application
programming, medium insecure application programming, and
high insecure application programming and for data breaches
the membership functions would be no data breaches, medium
data breaches, and high data breaches. Membership functions
are mathematically described as:

mA(x) = {1x ∈ A, 0x ∈ A}mA(x) ∈ {0, 1} (3)

It involves many member functions, fuzzy rules, and more;
the guidelines are taken care of in the information base.
The technique clearly explains the methods remembered for
organizing enlistment limits and the standards from these
interest limits. The delayed consequences of the model are
explored, and a decision is made after the definitive results.
In the last development, underwriting of the most secure part
should be taken from the skilled position, and the most secure
portion is passed on to the fashioner of the system.

V. SIMULATION AND RESULTS

Fig. 4 shows 3 multiple membership functions of no,
medium, and full for data loss’s input variable. Input variables
of Data loss are measured along the x-axis, while the degree
of membership for these variables is measured along the y-
axis. Degree measurement for every variable for no loss of
data is from 0 to 1, while for moderate data loss, it is from 1
to 2, and for full data loss, the membership degree is between
2 to 3.

Fig. 4. Data loss as input

Fig. 5. Data integrity as input

Fig. 5 shows 3 multiple membership functions of no,
medium, and full for the input variable of Data integrity.
Input variables of Data integrity are measured along the x-
axis, while the degree of membership for these variables is
measured along the y-axis. Degree measurement for every
variable is, for no data integrity, from 1 to 1.6. For medium
data integrity, it is from 1.6 to 2.3, and for full data integrity,
the membership degree is between 2.3 to 3.

Fig. 6 shows 3 multiple membership functions of no,
medium, and full for the Shared environment’s input variable.
Input variables of the Shared environment are measured along
the x-axis, while the degree of membership for these variables
is measured along the y-axis. Degree measurement for every
variable is for no shared environment it is from 1 to 1.6, for the
medium shared environment is from 1.6 to 2.3, and for the full
shared environment, the membership degree is between 2.3 to
3.

Fig. 7 shows 3 multiple membership functions of no,
medium, and full for data breaches’ input variable. Input vari-
ables of Data breaches are measured along the x-axis, while
the degree of membership for these variables is measured
along the y-axis. Degree measurement for every variable is
for no data breaches, it is from 0 to 0.5, for medium data
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Fig. 6. Shared environment as input

Fig. 7. Data breaches as input

breaches, it is from 0.5 to 1, and for full data breaches, the
membership degree is between 1 to 1.5.

Fig. 8 shows 3 multiple membership functions of no,
medium, and full for the input variable of no insecure appli-
cation programming. Input variables of insecure application
programming are measured along the x-axis, while the degree
of membership for these variables is measured along the y-
axis. Degree measurement for every variable is for the medium
is from 0 to 1, and for full( insecure application programming),
the membership degree is between 2 to 3.

Fig. 8. Insecure programming as input

A. Security Attributes

This strategy is used that test different segments’ security.
Data Loss: The attribute of security of checking the

information tribulation checks for the blunders in the data
fragments in which data is disregarded and crushes which
causes the data loss. The extent of MF for the loss of data
is given below.

µ(dataloss) = 0 < x < 1 = no,

1 < x < (3)2 = medium,

2 < x < 3 = full

(4)

Data Integrity: The programming parts which are defined
in the paper are used to check the truthfulness, rightness and
other factors in the information. Every fragment of the infor-
mation is protected from the unwanted changes, addition of
any information and also from the replication. Mathematically
it is represented as:

µ(dataloss) = 1 < x < 1.667 = no,

1.6 < x < 2.3 = medium,

2.3 < x < 3 = full

(5)

Shared Environment: At any workplace and generally we
use to share the same network to send and receive data, and in
a shared environment, the risk to the security of information
is greater, so the security system tries to provide a safe envi-
ronment for its clients in a shared network. System security
is a particular field in PC. The mathematical representation
for preventing the information from the outsider’s access is as
given below.

µ(sharedenvironment) = 1 < a < 1.6 = no,

1.6 < a < 2.3 = medium,

2.3 < a < 4 = full

(6)

Breaches to data: Hackers can get unauthorized access to
our data, so we need to secure our data against data breaches.
Different programming techniques and privacy strategies are
used for this purpose. MF for safety is given below in the
equation.

µ(databreaches) = 0 < a < 0.5 = no,

0.5 < x < 1 = medium,

1 < a < 1.5 = full

(7)

Uncertain Application Programming: This technique as-
sures that the data we share with different programming parts
are uniquely identified by the persons involved in it. We
protect the segment from the unlawful access of attackers and
intruders.

µ(insecureapplicationprogramming) = 0 < a < 1 = no,

1 < a < 2 = medium,

2 < a < 3 = full
(8)
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TABLE I
OUTPUT IS UNIMPAIRED WHEN FUZZY RULES ARE IMPLEMENTED

Data Loss Data Integrity Shared Environment Data Breaches Insecure Application
Programming

Nature of Fre-
quency

No Low No No Medium Undamaged
No Low Medium No Medium Undamaged
No Medium No No Medium Undamaged
No Medium Medium No No Undamaged

TABLE II
OUTPUT IS NOT KNOWN OUTPUT IS UNIMPAIRED WHEN FUZZY RULES ARE IMPLEMENTED

Data Loss Data Integrity Shared Environment Data Breaches Insecure Application
Programming

Nature of Fre-
quency

Medium Medium Medium No No Unknown
Medium Medium Medium No Medium Unknown
Medium Low No No High Unknown
No Full No Medium Medium Unknown

TABLE III
OUTPUT IS DEFECTED OUTPUT IS UNIMPAIRED WHEN FUZZY RULES ARE IMPLEMENTED

Data Loss Data Integrity Shared Environment Data Breaches Insecure Application
Programming

Nature of Fre-
quency

No Full Full Full No Damaged
Medium Low No Medium High Damaged
Medium Full No Full Medium Damaged
Full Medium No No Medium Damaged

B. Fuzzy Inference System

By utilizing the fuzzy toolkit, this model is being structured.
This toolkit consists of GUI (Graphical User Interface) five
instruments: enrollment work supervisor, surface watcher, FIS
manager, rule editorial manager, and rule watcher. This model
utilized the Sugeno Framework, which is a fuzzy deduction
toolkit. Considering the suggested procedure, the 3 support
limits, and the 5 data sources, the fuzzy rules are gotten. These
standards are in the structure as seeks after:

1) From Eq. 4, If there is no data loss, no data integrity,
the shared environment is low, no data breaches, and
the application is in secured programming, then the
frequency is unknown.

2) From Eq. 5, If the data loss is none, data integrity
must medium, the shared environment must be so, data
breaches are no, and insecure application programming
must also be medium, then the shape of frequency is
unknown as should be.

3) From Eq. 6, If there is no data loss, data is fully
integrated, there is no shared environment, less or 0 data
breaches and insecurity of application programming is
larger, then the nature of frequency is damaged.

4) From Eq. 7, If the data that has been lost is in medium-
range, data is fully integral and reliable, the shared
environment is high while breaches got reduced to 0
means are low.

5) From Eq. 8, If there is no data loss, data if not integral
at all, there is no shared environment, breaches to data
are high, and insecurity to application programming is 0
or minimum, then the nature of frequency is unknown,

and so on.

C. Fuzzy Sugeno System

Fuzzy Inference System has made the Sugeno display by
describing data incident, data decency, mutual condition, data
bursts, and inconsistent application programming.

D. Fuzzy Rules

In light of the rules portrayed, many characteristics are ac-
quired and taken care of using rule watchers. The Rule Viewer
displays the without delay viewpoint on the feathery derivation
system’s method. The Rule Viewer is moreover outlined that
how the circumstances of definite cooperation limits affect the
last result. Every degree is multiple lines of different splits,
and each part is a changing variable. This structure has the
alone yield and uses a weighted typical fuzzification measure
used for de-fuzzification. All yield interest limits should be of
the tantamount sort, whether direct or consistent. In the given
below assessment review, stable sort of interest limitations are
used.

Based on the entire fuzzy inference system’s entire princi-
ples, the security of all the segments has successfully been
accessed. Tables show the input and output details and the
membership functions that were wanted. The configuration of
the model that was used for the implementation is:

1) DName of model = “cloud computing security model”
2) Type of fuzzy = “Sugeno”
3) Inputs = “5”
4) Outputs = “1”
5) And method = “min”
6) Or method = “max”
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7) Imp method = “min”
8) Agg method = “max”
9) Defuzzification method = “centroid”

VI. CONCLUSION

Mobile cloud computing provides on-demand resources.
The architecture of mobile cloud computing is composed of a
cluster of mobile devices. It is gaining popularity because of
its cost-effectiveness and availability. The proposed approach
increases the efficiency, accuracy, and performance of the
faced problems. Fuzzy modelling is used to deal with uncer-
tainty. This solution has a combination of input parameters that
are all different that help to check the performance in every
matter. Furthermore, it reaches high prediction and critical
classification accuracy.
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