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Abstract—We present a routing scheme for MPLS networks
with probabilistic failures. Our routing scheme simultaneously
maximizes the expected satisfied demand and minimizes the
maximum link utilization of the network. Our approach is novel
in that it is the first to jointly address the traffic engineering
and the routing through reliable paths problems. In addition to
the optimal routing algorithm, we present a lower complexity
heuristic algorithm based on Linear Programming and Yen’s al-
gorithm. Finally, numerical results are presented to demonstrate
the effectiveness of both our optimal and heuristic algorithms.

Index Terms—Routing, Linear Programming, Multi-Protocol
Label Switching

I. INTRODUCTION

Multi-Protocol Label Switching (MPLS) is the preferred
protocol used by Internet Service Providers (ISPs) to perform
traffic engineering, and to offer enterprise Virtual Private
Network (VPN) services over their IP networks. Traffic en-
gineering is concerned with efficiently allocating network
resources to meet user quality-of-service constraints, hence
increasing the value of the network to the service providers.
Enterprise VPN services in addition represent one of the most
profitable services to providers. MPLS resides between layers
2 and 3 and allows routers to setup paths between nodes, called
tunnels, using label switching. The routing scheme is generally
tasked with setting up and provisioning the MPLS tunnels.

The traditional traffic engineering problem in MPLS net-
works is concerned with setting up the tunnels such that the
aggregate satisfied demand is maximized, while the maximum
link utilization (MLU) is minimized. Aggregate satisfied de-
mand is defined here as the end-to-end demand successfully
routed over the network. Maximizing the satisfied demand
and minimizing the MLU is highly desirable to network
operators as it directly affects their bottom-line. More clearly,
maximizing satisfied demand results in increased infrastructure
economies and in direct operational (opex) and capital expense
(capex) savings. Minimizing MLU results in network load
balancing, which eliminates demand hot-spots and heat spikes.
Load balancing decreases packet delay and could potentially
reduce packet loss due to reduced queueing at the routers.
Eliminating heat spikes additionally results in more efficient
cooling, and enables operators to scale up their aggregate load
while maintaining the same cooling infrastructure.

In addition to traffic engineering, operators are generally
interested in designing their network to be fault-tolerant.

Several factors can cause link failures on MPLS networks from
physical media cuts to natural disasters, or attacks in general.
Resilience to link failures, a form of protection, is highly
desirable. For example, a deterministic way for achieving flow
protection against a single link failure is to provision a redun-
dant/protection path for each main path such that the main and
the protection paths do not share any links. While this allows
for guaranteed failover in the case of a single link failure, it
comes at a high cost. Alternatively, a probabilistic link failure
model has the ability to provide acceptable resilience to link
failure at a much lower cost. The objective here instead is to
route traffic through the most reliable paths, where each link
is assumed to fail with a certain probability (a measure of the
quality of the link). Much of the work in this vein focuses on
finding the single most reliable path over which the full traffic
demand is routed [1], [2]. Single-path routing schemes are
less desirable than multi-path routing when it comes to traffic
engineering and fault-tolerance. In terms of traffic engineering,
single-path routing could result in link over-utilization and
accordingly rapid increase in packet delay. Additionally, in
terms of fault-tolerance, and unlike multi-path routing, all the
traffic demand is lost when a link on a single-path route fails.

In this paper, we present a Path Indexed Linear Program
(PILP) that simultaneously minimizes the MLU and maxi-
mizes the expected satisfied demand (ESD) from source nodes
to destination nodes while considering a probabilistic link fail-
ure model. ESD is an objective that measures the expectation
of the aggregate satisfied traffic demand. To the best of our
knowledge, this is the first work to jointly consider optimal
multi-path routing (traffic engineering) with probabilistic link
failures. We present numerical results that validate the effec-
tiveness of our linear program to obtain tradeoff and Pareto
solutions ignored by traditional approaches. We additionally
propose a heuristic of reduced complexity.

The rest of the paper is organized as follows. Section II
discusses related work. Section III formulates the problem
and presents the Path Indexed Linear Program for routing
in MPLS networks with probabilistic failures. This section
also includes the complexity of PILP and a lower-complexity
path indexed alternative with candidate list paths based on
Yen’s ranking loopless paths algorithm [3]. Section IV shows
numerical examples and Section V concludes our work.



II. RELATED WORK

Previous works dealing with probabilistic link failures in-
clude [1]-[2]. K. Lee et al. [1] investigated the survivability
of layered networks assuming that physical links experience
random failures. Authors developed algorithms for routing
which maximize reliability (survivability probability). H. Lee
et al. [2] developed routing schemes for dealing with link
failures. They took a probabilistic view of network failures
where failure events can occur, and developed algorithms
for finding diverse routes (primary and backup paths) with
minimum joint failure probability. The authors formulated the
problem of finding two paths with minimum joint failure
probability as an Integer Non-Linear Program (INLP) and
developed approximation and linear relaxation algorithms that
can find nearly optimal solutions. Both approaches addressed
only the routing on probabilistic failure networks. These
schemes consist of single-path routing (e.g., in [2] only the
primary path operates; the backup path is only activated in
case of failure of the primary path) without considering link
capacities (un-capacitated network).

Traffic engineering is a well-known topic which was mostly
addressed isolated from network survivability. Traffic engi-
neering is applied to a diverse range of networks such as
WDM and IP networks [4], [5], [6]. Jaekel et al. [7] presented
two Integer Linear Programs (ILPs) which minimize the MLU
and the resources used to route the connection requests. A
traffic engineering scheme which minimizes congestion is
proposed in [8]. Our previous work [4], [5], [9] includes
optimization approaches for joint throughput optimization and
traffic engineering in WDM networks. Results have showed
that the simultaneous optimization of traffic engineering and
throughput allows to obtain tradeoff solutions. Another routing
scheme where multi-objective optimization has significantly
increased network performance is the routing algorithm for
wireless mesh networks (WMNs) [10] known as WCETT,
which is the most widely used algorithm in WMNs. In
WCETT, the main improvement idea is the combination
of different objectives on a weighted sum. Rai et al. [11]
presented two heuristic algorithms for provisioning of traffic
in high capacity networks and demonstrated that multi-path
routing using a metric called expected bandwidth produces
better results than previous approaches. The metric expected
bandwidth is similar to the ESD metric presented in this paper.

III. PATH INDEXED MODEL FOR ROUTING IN MPLS
NETWORKS WITH PROBABILISTIC FAILURES

A. Problem Formulation

We represent the MPLS network as a graph G = (V,E),
where V is the set of nodes and E the set of links. Let N be
the set of end-to-end flows or traffic demands. Each demand
is characterized by a 3-tuple (sn, dn, rn), which denotes the
source node, the destination node, and the rate or bandwidth
that needs to be allocated to traffic demand n ∈ N .

Resilience routing schemes attempt to route traffic trough
the most reliable paths. In single-path routing, all traffic is
sent through the path having minimum failure probability. Let

pij be the probability that link (i, j) fails, then link (i, j)
will survive with probability 1 - pij . Assume independent link
failures. Thus, the survivability probability of path P is given
by S(P ) =

∏
(i,j)∈P (1 − pij) [1], [2]. This resilient routing

model however does not account for link capacities [1], [2],
and is hence less realistic for traffic engineering of variable
demands over capacity-constrained links.

We consider a realistic capacitated network. Let cij be the
capacity of the link (i, j). Let Pn denote the set of paths from
node sn to node dn for n ∈ N , and x(P ) the traffic routed
trough path P ∈ Pn. The expected satisfied demand routed
through path P can be defined as

E[x(P )] = x(P ) ·
∏

(i,j)∈P

(1− pij) (1)

where E[·] denotes expectation. The routing problem in MPLS
networks with traffic engineering and probabilistic failures is
given in Fig. 1.

Max F = w1 ·
∑
n∈N

∑
P∈Pn

E[x(P )]− w2 · α∑
P∈Pn

x(P ) = rn n ∈ N (2)∑
n∈N

∑
P∈Pn|(i,j)∈P

x(P ) ≤ α · cij (i, j) ∈ E (3)

x(P ) ≥ 0 n ∈ N,P ∈ Pn (4)
0 ≤ α ≤ 1 (5)

Fig. 1. Path Indexed Linear Program (PILP).

The objective function F consists of two terms with their
corresponding weights w1 and w2. We define the first term
as the aggregate expected satisfied demand (ESD) which is
the expected traffic demand satisfied including all end-to-end
flows. Note that by maximizing ESD, the model routes traffic
through those paths with higher survivability probability. The
second term is the MLU. Maximizing the negative of MLU
is equivalent to minimizing it. The combination of the two
terms into a single weighted objective function permits to use
multiple reliable paths and to balance the load in the network.
Eq. (2) is the flow conservation constraint, which states that
the total traffic sent through all the paths from source node sn
to destination node dn must equal the demand rn for that flow
n ∈ N . Eq. (3) is the link capacity constraint, where capacities
are multiplied by the MLU. Eq. (4) restricts the traffic through
path P to be positive, and Eq. (5) states that the maximum
link utilization is a real value between zero and one.

The path indexed linear program can be considered as a
multi-objective problem, where the objective function F may
be expressed as an objective vector F⃗ = (F1, F2), where:

F1 =
∑
n∈N

∑
P∈Pn

E[x(P )] (ESD) , (6)

F2 = −α (MLU) . (7)
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Fig. 2. Illustrative example.

The relative importance of each objective can be varied
according to the weight vector w⃗ = (w1, w2).

Let w⃗(a), w⃗(b) be two weight vectors, and F⃗ (a), F⃗ (b) be
the objective vectors corresponding to the solutions of PILP
with w⃗(a) and w⃗(b) respectively. We will say that the solution
obtained by setting PILP with w⃗(a) dominates or is better than
that with w⃗(b) if and only if (iff) Fi(a) > Fi(b) for some
i ∈ {1, 2}, and Fi(a) ≥ Fi(b) for the remainder objective.
We denote this relation as F⃗ (a) > F⃗ (b). Having defined this
relation, we have the following proposition.

Proposition 1: The solution of PILP is Pareto optimal if
both w1 > 0 and w2 > 0.

The proof of Proposition 1 is given in Appendix A and
is a particular case of a theorem by Miettinen [12]. Using
Proposition 1, we will only focus on positive weight values
w1 and w2. To compare with traditional single-objective
approaches, we can set one of the weight values to zero.

B. Illustrative Example

Consider the network of Fig. 2. Assume that all links have a
capacity of 10 Mbps. Assume also a traffic demand of 10 Mbps
from node 0 to node 4. The number over a link represents
the survivability probability of that link. A traditional single-
path routing scheme (Fig. 2(a)) which sends all the traffic
through the path having minimum failure probability (or
maximum survivability probability) would produce the path
P1 = 0 − 3 − 4. Note that P1 is the path with maximum
survivability probability; S(P1) = 0.992 = 0.9801. Thus,
with a demand of 10 Mbps, the expected satisfied demand
is E[x(P1)] = x(P1) · S(P1) = 9.801 Mbps, where x(P1)
is equal to 10 Mbps (because all traffic is sent through P1).
While this result is excellent if we only consider survivability
probability, the resulting performance would be very poor;
note that the utilization of links (0, 3) and (3, 4) are equal
to 1 (thus the the maximum link utilization α = 1). On
the other hand, a pure traffic engineering scheme as shown
in Fig. 2(b) minimizes α to 0.5 by evenly balancing the
traffic through path P1 = 0 − 3 − 4 and P2 = 0 − 1 − 4.
However, note that S(P2) = 0.99 · 0.8 = 0.792, which
produces an ESD = E[x(P1)] + E[x(P2)] = 8.86 Mbps,
where x(P1) = x(P2) = 5 Mbps. Finally, consider the
solution of Fig. 2(c) produced by PILP with both w1 > 0 and
w2 > 0, i.e., maximizing F1 and F2 simultaneously. Note that
the solution avoids link (1, 4) and routes the traffic through

P1 = 0− 3− 4 and P3 = 0− 1− 2− 4 to produce α = 0.5
and ESD = E[x(P1)] + E[x(P3)] = 9.752 Mbps.

Fig. 3 shows the objective space of the above example.
Axis x represents the maximum link utilization and axis y
represents the expected satisfied demand. Thus, good solutions
will be located in the upper left corner. Note that PILP may
find a solution with a performance metric into the upper
left corner such as (0.5, 9.752) which dominates the single-
objective solution with objective vector (0.5, 8.86).

C. Complexity of PILP

The structure of the linear program of Fig. 1 is simple. The
number of constraints from Eqs. (2) and (3) are |N | and |E|
respectively. The objective function and constraints are linear
in the variables x(P ) and α. Therefore the model is a linear
program and can be solved in polynomial time in the size of
PILP. However, the size of the problem, in general, is non-
polynomial in |V |. Note that in Eq. (4), there is one variable
per path P ∈ Pn, for all n ∈ N . In the worst case, there can
be |V |! number of paths between two nodes.

D. Path Indexed Model with Candidate Paths List

As an alternative approach, PILP can be implemented with
candidate paths list [6]. Using this approach, we restrict the
number of path from a source node to a destination node to
the K shortest paths. This approach is simple to implement by
listing the paths using a ranking loopless path algorithm such
as Yen’s algorithm [3]. The complexity of listing the K short-
est paths with such algorithm is O (K|V |(|E|+ |V |log|V |)).
Thus, by limiting the number of paths to a reasonable size,

Fig. 3. Objective space for problem of Fig. 2.



Fig. 4. A US IP topology [2].

we limit the number of variables of PILP given by Eq. (4),
which permits us to solve PILP in reasonable time.

An open issue is the metric to be used to list the K
shortest paths. To maximize survivability probability, we list
the paths with maximum survivability probability. This can be
accomplish by defining the cost of a link (i, j) ∈ E equal to

costij = −log(1− pij) (8)

and listing the K shortest paths. It can be shown that the short-
est path under this logarithmic probabilistic (log-prob) cost
system is equivalent to the path with the highest survivability
probability [1].

E. Implementation Issues

MPLS allows flow setup and routing using label-switching.
Routers can collect topology information through an interior
gateway protocol such as OSPF with Traffic Engineering
extension (OSPF-TE). Paths, known as MPLS tunnels, can
be established through a source-based routing scheme such as
PILP. If traffic demands are known before hand, PILP can
be directly applied to provision them. On the other hand,
when traffic demands vary dynamically, tunnels can be created
dynamically. Additionally, MPLS includes a reoptimization
feature by which it provides a mechanism to update tunnels.
A tunnel can end up on a path through the network that is
no longer optimal if traffic demands change. Reoptimization
causes a tunnel to be rerouted in the network; hence we can
use PILP to reoptimize in dynamic scenarios [13].

IV. NUMERICAL EXAMPLES

Consider the US network topology shown in Fig. 4 [2],
which consists of 24 nodes and 84 links. Each link has
been assigned a capacity of 1 Gbps and a uniformly failure
probability distributed between (0, 0.05), hence pij ∈ (0, 0.05)
or link availability between (0.95, 1). To test a scenario where
there may exist areas of higher failure probability, links may
have their link availability degraded uniformly in (0.5, 1) with
a probability of 0.25. Fifty end-to-end requests with traffic
demand rn = 100 Mbps were randomly generated.

Fig. 5 shows results of PILP with different values of weight
vectors w1 and w2. Consider first the cases with w1 > 0
and w2 = 0. These cases correspond to routing traffic
through the most reliable path. There is a unique solution
with ESD = 90.88% (i.e., 4.54 Gbps out of 5.00 Gbps of

Fig. 5. Relation between Maximum Link Utilization and Expected Satisfied
Demand on solutions with different values of w1 and w2.

aggregate expected satisfied demand). Note that this routing
scheme produces a maximum link utilization of α = 1, which
is very undesirable. Consider now the cases with w1 = 0 and
w2 > 0. These cases correspond to pure traffic engineering
where only α is optimized. Note that by varying w2 with
positive values and keeping w1 = 0, a set of solutions in
the lower left corner is obtained. Every solution in this set
has α = 0.4 and 78.4% ≤ ESD ≤ 80.5%. Thus, multiple
solutions with α = 0.4 are obtained, all of which have similar
low ESD values. Finally, consider the cases with both w1 > 0
and w2 > 0. PILP optimizes both ESD and α. With larger
positive values of w2 with respect to w1, we obtained solutions
with 0.46 ≤ α ≤ 0.6 and 88.5% ≤ ESD ≤ 90%. With
smaller positive values of w2 with respect to w1, we obtained
solutions with 0.7 ≤ α ≤ 0.9 and 90.1% ≤ ESD ≤ 90.88%.
For any practical purposes, solutions in this third set can be
considered better than those in the previous sets because they
will not create congestion (which is a consequence of having
α ≈ 1) and will be improved in terms of ESD. Fig. 6 shows
the impact on bandwidth consumption of varying w1 and w2.
The bandwidth consumption here is computed as∑

n∈N

∑
P∈Pn

∑
(i,j)∈P

x(P ). (9)

Note the set of solutions with w1 = 0, w2 > 0 where
the bandwidth consumption is relatively high when compared

Fig. 6. Relation between Expected Satisfied Demand and Bandwidth
Consumption on solutions with different values of w1 and w2.



Fig. 7. Relation between Maximum Link Utilization and Bandwidth
Consumption on solutions with different values of w1 and w2.

with solutions in the other two sets. This set of solutions
considers only the minimization of α. On the other hand,
when w1 > 0, w2 > 0 bandwidth consumption decreases.
Thus, optimizing F1 has a positive effect on minimizing
bandwidth consumption. This can be understood by the fact
that shorter paths, which consume less bandwidth, would
likely have higher survivability probability (each additional
link on a path can only decrease the survivability probability).
However, when w1 > 0, w2 = 0 (only ESD or survivability
probability is optimized), the only path used to route traffic
for an end-to-end flow is the path with highest survivability
probability, which is not necessarily the shortest path. This set
consists of a unique solution.

Fig. 7 shows the relation between bandwidth consumption
and maximum link utilization. Note the impact of optimizing
only α on bandwidth consumption; the solutions in this set
(w1 = 0, w2 > 0) require approximately 20 Gbps or more
of aggregate bandwidth. By increasing w1 (w1 > 0, w2 > 0)
bandwidth consumption also decreases on most of the solu-
tions (with exceptions on those cases where w1 >> w2; e.g.,
the solution with α = 0.9 and bandwidth consumption of 20.5
Gbps). On the other hand, by considering only survivability
probability, we obtain a unique solution with α = 1 and a
bandwidth consumption of 20.5 Gpbs. This result allows us
again to infer that with uniform failure probability, shorter
paths would be preferred. However, the path with highest
survivability probability would not necessarily be the shortest
path, or may not have enough capacity to carry all traffic de-
mand. This result is consistent with that of [2], where authors
preferred shorter paths under uniform failure probability.

We also studied the performance of PILP with candidate list
paths using Yen’s algorithm with two different cost systems:
log-prob cost system where the cost of a link is given by Eq.
(8), and hop-count cost system where the cost of a link is
1. We solve 810 instances of PILP with candidate list paths.
We normalized and vary w1 and w2 between (0, 1) in steps
of 0.125 (9 different values for each weight factor, for a total
of 81 combinations). We also vary the number of candidate
paths between (1, 450) in steps of 50 (10 different values),
for a total of 810 instances evaluated per cost system. Table I
summarizes the results in terms of Pareto dominance solutions.
Row Hop-count (Log-prob) shows the number of solutions

produced with PILP-hop-count (PILP-log-prob) cost system
that dominated those solutions produced with PILP-log-prob
(PILP-hop-count) cost system. The row ND shows the number
of solutions for which neither solution was better than the other
(they produced the same or tradeoff solutions).

TABLE I
PILP SOLUTIONS WITH CANDIDATE LIST PATHS USING YEN’S

ALGORITHM WITH log-prob AND hop-count COST SYSTEMS.

Cost Number of Paths
System 1 50 100 150 200 250 300 350 400 450 Total (%)

Hop-count 0 6 1 4 5 6 7 7 7 7 50 (6%)
Log-prob 81 54 61 61 61 7 7 7 7 7 353 (44%)

ND 0 21 19 16 15 68 67 67 67 67 407 (50%)

Note that for 44% of the 810 instances, PILP-log-prob
produced better solutions. In particular, when the number of
paths is small, solutions by PILP-log-prob dominate those of
PILP-hop-count at larger rates (e.g., for 100 paths, 61 out of
81, or 75% of the solutions by PILP-log-prob are better). When
the number of paths increases, both cost systems produce the
same or tradeoff solutions at larger rates.

Figs. 8 and 9 show the results of instances with w2 >
w1 > 0 for different number of paths (i.e., more importance
is given to MLU). Note the evolution of the expected satisfied
demand and maximum link utilization for both cost systems.
With only one path, demands cannot be fully satisfied and
expected satisfied demand is lower. Note that as the number of
paths increases, PILP-log-prob decreases the expected satisfied
demand but improves the maximum link utilization. This result
is a consequence of having w2 > w1. Figs. 10 and 11 show
the results of instances with w1 > w2 > 0 (i.e., more
importance is given to ESD). Note that now PILP-log-prob
quickly converges to a solution with higher ESD; however,
the MLU decreases only to 0.9. For both cost systems, listing
100 paths is enough to find the optimal solution. This result
is consistent with the fact that by setting w1 > w2 > 0 we
are interested in solutions with higher survivability probability;
listing the 100 shortest paths in terms of survivability or hop
count helps to achieve this objective.

V. CONCLUSION

We have presented a linear programming model for the
routing problem in MPLS networks with probabilistic failures.

Fig. 8. Relation between the number of routes listed by Yen’s ranking
loopless algorithm and ESD, for a solution of PILP with w2 > w1 > 0.



Fig. 9. Relation between the number of routes routes listed by Yen’s ranking
loopless algorithm and MLU, for a solution of PILP with w2 > w1 > 0.

The capacitated model contrasts with previous works which
attempt to maximize only the survivability probability. Numer-
ical results show that solving PILP with positive weight values
w1 and w2 produces Pareto solutions ignored by traditional
single-objective approaches. We have also presented a heuristic
to reduce the complexity of PILP by limiting the number of
paths considered in the linear program. The heuristic approach
uses the Yen’s ranking algorithm to reduce the search space
and thus the number of variables of PILP. Results show that
listing the K shortest paths using a log-prob cost systems
produces better solutions than that of listing the K shortest
paths in terms of hop counts. Future work includes a more
extensive analysis on the heuristic to find the optimal number
of paths to be listed in arbitrary networks.

APPENDIX A
PROOF OF PROPOSITION 1

Let FOPT = w1F
OPT
1 + w2F

OPT
2 be the objective value

of the solution of PILP with positive weight values w1 and
w2. Thus for any other solution with an objective value F =
w1F1 + w2F2 the following relation applies:

FOPT ≥ F ⇒
w1F

OPT
1 + w2F

OPT
2 ≥ w1F1 + w2F2 ⇒

w1(F
OPT
1 − F1) + w2(F

OPT
2 − F2) ≥ 0 (10)

To demonstrate that the solution FOPT is Pareto optimal,
we use contradiction. Thus, assume that there exists another

Fig. 10. Relation between the number of routes listed by Yen’s ranking
loopless algorithm and ESD, for a solution of PILP with w1 > w2 > 0.

Fig. 11. Relation between the number of routes routes listed by Yen’s ranking
loopless algorithm and MLU, for a solution of PILP with w1 > w2 > 0.

solution for which F
′

1 ≥ FOPT
1 and F

′

2 > FOPT
2 or

F
′

1 > FOPT
1 and F

′

2 ≥ FOPT
2 . This implies that

FOPT
i − F

′

i ≤ 0, i ∈ 1, 2

with at least one index i for which the inequality is strong. If
we add the inequalities and consider the fact that the weights
w1 and w2 are positive, we have the following result:

w1(F
OPT
1 − F

′

1) + w2(F
OPT
2 − F

′

2) < 0. (11)

Eq. (11) cannot be true, since it contradicts Eq. (10). Thus,
FOPT produced by PILP with w1 > 0 and w2 > 0 must be
Pareto optimal.
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